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Part |: Networking Fundamentals

Chapter 1, iFundamental of Ethernet LANs,0 covers the concepts and terms used for the most popular option
for the data link layer for local-area networks (LAN), namely Ethernet.




An Overview of LANs

A The term Ethernet refers to a family of LAN standards that together define the physical and data link layers of
the world® most popular wired LAN technology.

A Thestandardsdefined by the Institute of Electricaland ElectronicsEngineergIEEE)definesthe cabling,the connectors
on the endsof the cables the protocolrules,and everythingelserequiredto createan EthernetLAN

Typical SOHO LANs

A To begin, first think about a Small Office / Home Office (SOHO) LAN today, specifically a LAN that uses only
Ethernet LAN technology.

A First,the LANneedsa devicecalledan EthernetLANswitch, which providesmanyphysicalports into which cablescanbe
connected



Typical SOHO LANs
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A Figure above shows a simple Ethernet LAN, many SOHO Ethernet LANs today combine the router and

switch into a single device.
A Figureabove showsa drawing of a SOHCOEthernetLAN The figure showsa single LANswitch, five cables and five

other Ethernetnodes three PCsa printer, and one network devicecalleda router. (Therouter connectsthe LANto
the WAN,in this caseto the Internet.)



Typical SOHO LANs
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A Typical SOHO LANS today also support wireless LAN connections.
A youcanbuild one LANthat usesboth EthernetLANtechnologyaswell aswirelessLANtechnologywhichis alsodefined
by the IEEE

A WirelessLANsdefined by the IEERusingstandardsthat beginwith 80211, useradio wavesto sendthe bits from one
nodeto the next

A the APdoesnot needEthernetports for cablesother than for a singleEthernetlink to connectthe APto the Ethernet
LAN

A Howevermost SOHMetworkstoday would usea singledevice,often labeledasa dwirelessrouter¢ that doesall these
functions



Typical Enterprise LANs

A Enterprise networks have similar needs compared to a SOHO network, but on a much larger scale.
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A The figure also shows the typical way to connect a LAN to a WAN using a router.
A LAN switcheand wirelessaccess points work to create the LAN itself.



The Variety of Ethernet Physical Layer Standards

A Today, Ethernet includes many standards for different kinds of optical and copper cabling, and for speeds from
10 megabits per second (Mbps) up to 100 gigabits per second (100 Gbps).

A Thestandardsalsodiffer asfar asthe typesof cablingandthe allowedlength of the cabling

A Themostfundamentalcablingchoicehasto do with the materialsusedinsidethe cablefor the physicaltransmissiorof
bits: either copperwiresor glasfibers.

A Theuseof unshieldedwisted-pair (UTP cablingsavesmoneycomparedto opticalfibers.

A Ethernetnodesusingthe wiresinsidethe cableto senddataover electricalcircuits

A Fiberoptic cabling,the more expensivealternative,allowsEthernetnodesto sendlight over glassfibersin the centerof
the cable

A Althoughmore expensiveoptical cablestypicallyallow longercablingdistancesbetweennodes

A The IEEHefines Ethernet physical layer standards using a couple of naming conventions

A Theformal namebeginswith ¢802.3¢ followed by somesuffixletters.

A cablingis UTP(with a suffixthat includesaTg) or fiber (with a suffixthat includesoxg).



The Variety of Ethernet Physical Layer Standards

Common Name Informal IEEE Formal IEEE Cable Type,
Standard Name Standard Maximum Length
Name

10 Mbps Ethernet 10BASE-T 802.3 Copper, 100 m
100 Mbps | Fast Ethernet 100BASE-T 802.3u Copper, 100 m
1000 Mbps | Gigabit Ethernet | 1000BASE-LX 802.3z Fiber, 5000 m
1000 Mbps | Gigabit Ethernet | 1000BASE-T 802.3ab Copper, 100 m
10 Gbps 10 Gig Ethernet | 10GBASE-T 802.3an Copper, 100 m




Consistent Behavior over All Links Using the Ethernet Data Link Layer
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A PC1 sends an Ethernet frame to PC3.
A Theframe travelsover a UTPlink to Ethernetswitch SWL, then over fiber links to EthernetswitchesSW2 and SW8, and

finally overanotherUTHink to PG.
A Note that the bits actuallytravel at four different speedsin this example 10 Mbps, 1 Gbps 10 Gbps and 100 Mbps,

respectively

A So, what is an Ethernet LAN?
A It is a combination of user devices, LAN switches, and different kinds of cabling. Each link can use different

types of cables, at different speeds.
A Howeverthey all work togetherto deliver Ethernetframesfrom the one deviceon the LANto someother device



Part Il: Ethernet LANs and Switches

Chapter 2, iBuilding Ethernet LANs with Switches,0 deepens and expands the introduction to LANs from
Chapterl , discussing the roles and functions of LAN switches.
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Historical Progression: Hubs, Bridges, and Switches
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A Whentwo or more devicessendat the sametime, an electricalcollisionoccurs,makingboth signalscorrupt

A Asaresult, devicesmust take turns by usingcarrier sensemultiple accesswith collisiondetection (CSMA/CDIpgic, so
the devicessharethe (10-Mbps)bandwidth

A Broadcastsentby one deviceare heardby, and processedy, all other deviceson the LAN Unicastframesare heardby
all other devicesonthe LAN




Historical Progression: Hubs, Bridges, and Switches

A Bridgesseparateddevicesinto groupscalledcollisiondomains

A Bridgesreducedthe number of collisionsthat occurredin the network, becauseframesinside one collisiondomain did
not collidewith framesin anothercollisiondomain

A Bridgesincreasedbandwidth by givingeachcollisiondomainits own separatebandwidth, with one senderat a time per
collisiondomain

1 Collision Domain 1 Collision Domain
Sharing 10 Mbps Sharing 10 Mbps

A The bridge forwards frames between its two interfaces.
A Andunlikea hub, a bridgewill buffer or queuethe frame until the outgoinginterfacecansendthe frame.
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Historical Progression: Hubs, Bridges, and Switches

A LAN switches perform the same basic core functions as bridges, but at much faster speeds and with many
enhanced features.

A Likebridges,switchessegmenta LANinto separatecollisiondomains,eachwith its own capacity

A Andif the network doesnot havea hub, eachsinglelink is consideredits own CD) evenif no collisionscan actually
occurin that case

Fred Four Possible Collision Domains
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Switching Logic

A Ultimately, the role of a LAN switch is to forward Ethernet frames. To achieve that goal, switches use logicd
logic based on the source and destination MAC address in each frame® Ethernet header.

A Thisseriesdiscussefiow switchesforward unicastiramesand broadcastrames,ignoringmulticastEthernetframes

A Unicastframeshavea unicastaddressasa destination theseaddressesepresenta singledevice

A A broadcastframe hasa destinationMACaddressof FFFIFFFIFFFFthis frame shouldbe deliveredto all deviceson the
LAN

A LANswitchesreceive Ethernetframesand then make a switchingdecision either forward the frame out some other
port(s)or ignorethe frame.



The Forward Decision

Fred

1) Frame Came in FO/1,

3) Forward Out F0/2

2) Destined for 0200.2222.2222. ..

4) Filter (Do Not Send) on F0/3, F0/4

1

Dest 0200.2222.2222

Barney
0200.2222.2222

Wilma
0200.3333.3333

FO/3

FO/4

MAC Address Table

MAC Address Output
0200.1111.1111 FONM
0200.2222.2222@) Fo/2
0200.3333.3333 FO/3

0200.4444.4444

FO/4

Betty
0200.4444.4444
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The Forward Decision

1) Frame Entered G0/2...

2) Destined for 0200.3333.3333...
3) MAC table entry lists F0/3...

4) Forward out F0/3

Wilma
0200.3333.3333

Fred

= Dest 0200.2222.2222 |-

FO/M

D Fo/2 FO/4
Barney Betty
0200.2222.2222 0200.4444.4444
SW1 Address Table SW2 Address Table
MAC Address Output MAC Address Output
0200.1111.1111 FO/1 0200.1111.1111 G0/2
0200.2222.2222 FO/2 0200.2222.2222 G0/2
0200.3333.3333 GO/ 0200.3333.3333@) Fo3®
0200.4444.4444 Gon 0200.4444.4444 FO/4
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How Switches Learn MAC Addresses

A The second main function of a switch is to learn the MAC addresses and interfaces to put into its address table.
A With afull andaccurateMACaddresgable, the switch canmakeaccurateforwardingandfiltering decisions

A Switcheduild the addresgable by listeningto incomingframesand examiningthe sourceMACaddressn the frame.

A If aframe entersthe switchandthe sourceMACaddresss not in the MACaddresgable, the switchcreatesan entry in the

table.

Fred
0200.1111.1111

0200.2222.2222

Wilma
0200.3333.3333

FO/3
4
y 2

Betty
0200.4444.4444

Address Table: Before Either Frame Is Sent
Address: Output

(Empty) (Empty)

@

Address Table: After Frame 1 (Fred to Barney)
Address: Qutput

0200.1111.1111 FoAn

Address Table: After Frame 2 (Bamey to Fred)
Address:

0200.1111.1111

0200.2222.2222

Output

FONM
FO/2
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Collision Domains

A Originally, the term collision domain referred to an Ethernet concept of all ports whose transmitted frames would
cause a collision with frames sent by other devices in the collision domain.

Hub Bridge Hub Router Switch
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Broadcast Domains

A Take any Ethernet LAN, and pick any device. Then think of that device sending an Ethernet broadcast. A
Ethernet broadcast domain is the set of devices to which that broadcast is delivered.
A only routers separate the LAN into multiple broadcastdomains LAN switches flood Ethernet broadcastframes,

extendingthe scopeof the broadcastdomain
Two Broadcast Domains
3] [4])
—

Hub Bridge Hub Router Switch

A By definition, broadcasts sent by a device in one broadcast domain are not forwarded to devices in another
broadcast domain.

A A collision domain is a set of network interface cards (NIC) for which a frame sent by one NIC could result in a
collision with a frame sent by any other NIC in the same collision domain.
A A broadcast domainis a set of NICs for which a broadcast frame sent by one NIC is received by all other NICs

in the same broadcast domain.
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Broadcast Domains

A Next, consider a large LAN, with multiple switches, with 500 PCs total.

A Theswitchescreate a singlebroadcastdomain,so a broadcastsent by any of the 500 hostsshouldbe sent
to, andthen processedy, all 499 other hosts

A Dependingon the numberof broadcaststhe broadcastscould start to impact performanceof the end-user
PCs

A However,a designthat separatedthe 500 PCsinto five groupsof 100, separatedfrom each other by a
router

Feature Switch Router
Greater cabling distances are allowed Yes Yes Yes
Creates multiple collision domains No Yes Yes
Increases bandwidth No Yes Yes
Creates multiple broadcast domains No No Yes
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Auto negotiation

A Many networks use autonegotiation every day, particularly between user devices and the access layer LAN

switches, as shown in Figure .
A Both nodeson eachlink sendautonegotiationmessageso eachother. Theswitchin this casehasall 10/100/ 1000 ports,

while the PCNICssupportdifferent options.
Auto-Negotiation Enabled
The following list breaks down the logic, one PC at a time: 10 10/100 10/100/1000

PC1: The switch port claims it can go as fast as 1000 Mbps, —
but PC1& NIC claims a top speed of 10 Mbps. Both the PC
and switch choose the best speed both support (10 Mbps)
and the best duplex (full).

Result: Result: Result:
10 Full 100 Full 1000 Full

PC2: PC2 claims a best speed of 100 Mbps. The switch
port and NIC negotiate to use the best speed of 100 Mbps 10/100/1000 10/100/1000 10/100/1000
and full-duplex.

PC3: It uses a 10/100/1000 NIC, supporting all three
speeds and standards, so both the NIC and switch port
choose 1000 Mbps and full-duplex. Auto-Negotiation Enabled, 10/100/1000 Ports
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